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VIl Architecture and Functional Requirements

1. Executive Summary

Purpose

Reducing the number and severity of surface transportation incidents is a top priority of the
US Department of Transportation." Development of a system supporting communication
between vehicles and the surface transportation infrastructure has the potential for
contributing significantly to the government’s goal of promoting public safety. This report
provides a description of work to date on the technical issues associated with Vehicle
Infrastructure Integration (VII) using Dedicated Short Range Communication (DSRC) as a
communications medium. It is recognized that there are other communications technologies
in the industrial-scientific-medical frequency (ISM) bands that can support some VI
functions. However, only 5.9 GHz DSRC can meet the safety requirements and have co-
primary status within the licensed spectrum. This is a reasonably high level document and,
as such, there are detailed design issues associated with VII that still need to be resolved.

This report describes the proposed the VII DSRC system architecture and articulates, at a
high level, the functional requirements of the system. It is intended to elicit responses from
the various potential users and providers of the system and to stimulate discussion such that
the various interested parties can come to agreement on the technical issues within VII.
This report is about technical issues only; other related issues, such as potential business
models and institutional issues such as privacy, data ownership, and security are being
addressed elsewhere within the VII Program. This is a second draft and will be subject to
multiple review cycles.

The VII Program

VIl involves communication between individual vehicles, and between vehicles and the
infrastructure enabling a variety of systems to be developed which significantly improve
safety, operations and maintenance. It also enables a variety of applications to support the
needs of the vehicle manufacturers and other private interests.

The VII program is a cooperative effort involving State Departments of Transportations
(DOT) through the American Association of State and Highway Transportation Officials
(AASHTO), local government agencies, vehicle manufacturers, and the US Department of
Transportation (USDOT).

This report was prepared under a USDOT contract through which technical resources have
been made available to help advance the VIl program effort.

Related Work

In addition to the work reported on here, much related work is being conducted in parallel
with the VII effort. This includes:

! Federal Highway Administration, FY 2003 Performance and Accountability Report.

Vehicle Infrastructure [Integration Page 4
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e Dedicated Short Range Communications (DSRC) — There are several parallel sets of
DSRC activities related to the VII effort. There has been an important sequence of
activities related to frequency allocations from the Federal Communications Commission
(FCC) watched closely by participants of the VII program. The USDOT has initiated the
development of DSRC prototypes through the DSRC Industry Consortium (DIC)
Prototype team that are to be built to the DSRC standards. Other related activities
include DSRC standards being developed by the Institute of Electrical and Electronic
Engineers (IEEE), the American Society for Testing and Materials (ASTM) and the
Society of Automotive Engineers (SAE).

e The USDOT's Intelligent Vehicle Initiative (IVI) — The objectives of which are to prevent
driver distraction and facilitate accelerated development and deployment of crash-
avoidance systems.

o The Vehicle Safety Communications (VSC) project — A cooperative research projects in
conjunction with a project between the USDOT and the Crash Collision Avoidance
Metrics Partnership (CAMP) was establish to research and test the safety potential of
5.9 GHz DSRC. Collaborators were General Motors, Ford, Daimler-Chrysler, Toyota,
Nissan, BMW and Volkswagen.

e The Enhanced Digital Map (EDMap) project was a three-year effort sponsored in part by
the USDOT and launched in April 2001. The objective of EDMap was to develop and
evaluate a range of digital map database enhancements that might enable or improve
the performance of driver assistance systems under development or consideration by
automakers. The partners in the EDMap project included automotive manufacturers
DaimlerChrysler Research and Technology North America, Inc., Ford Motor Company,
General Motors Corporation, Toyota Technical Center U.S.A., Inc., and map supplier,
NAVTEQ. The project investigated various mapping approaches including traditional
digitizing, survey vehicles equipped with differential GPS and computer vision systems,
and the use of probe vehicles.

e The Federal Communications Commission (FCC) Rules have allocated the spectrum in
the 5.9 GHz range. This is discussed in detail later in this report.

e The Vehicle Safety Communications (VSC) project was a thirty-one month effort
sponsored in part by the USDOT and launched in May, 2002. Amongst the objectives of
VSC was to evaluate various wireless protocols and safety applications, and create a
body of research to serve as a foundation for DSRC at 5.9 GHz. wireless, automotive,
active safety systems. The partners in the VSC project included automotive
manufacturers BMW of North America LLC, DaimlerChrysler Research and Technology
North America, Inc.,, Ford Motor Company, General Motors Corporation, Nissan
Technical Center North America, Inc., Toyota Technical Center U.S.A., Inc., and
Volkswagen of America, Inc.

e There are a wide variety of standards associated with the VII effort. Many of the teams
working on differing elements of the VII design are active participants in IEEE, SAE, ISO
and other standards organizations. Wherever feasible, existing or draft standards are
being adopted for use within VII. However, the timescale of some standard development
is longer than the available schedule for VII. In these cases preliminary draft standards
may be used.

Approach

In the summer of 2003, the public sector VII participants focused on identifying applications
that could take advantage of the vehicle sensor data that vehicle-infrastructure
communications would enable. Beginning in the fall of 2003, the emphasis shifted to

Vehicle Infrastructure [Integration Page 5
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analyzing the communications loads associated with transmission of the vehicle sensor data
needed to support these safety, operations and maintenance applications. In order to
conduct this communications analysis, a VIl architecture concept had to be developed. It
was then expanded and modified to accommodate transmission of data to support other
applications involving local and Vehicle to Vehicle (V-V) communications using 5.9 GHz
DSRC as a communications medium.

Requirements

The set of priority public sector applications was identified through a cooperative process
involving representatives of the USDOT and various State DOTs. These are listed in the
body of the report, and are more fully described in a report entitled, “Vehicle Infrastructure
Integration (VI): Requirements Summary,” dated April, 2004, and available from the
USDOT’s ITS Joint Program Office. A set of data elements, available from vehicle sensors,
was identified as being needed to support these priority applications. The size of the data
packet needed to accommodate the transmission of these data elements from a vehicle to
the roadside was estimated.

In addition to the public sector applications the VIl architecture could accommodate
applications that support the needs of OEMs and other commercial parties, such as in-
vehicle information services, monitoring of vehicle performance, processing of electronic
payments, and many others. Separate work efforts, including the IVl and DSRC initiatives,
have identified a broad range of these. A consolidated set drawn from the priority public
sector applications identified through this work, and the IVI and DSRC initiatives, is
presented in the body of the report. These are categorized as local and network
applications. Local applications rely on communications between the vehicle and a specific
location (e.g., an intersection). Network applications require connection to a
communications network and a remote processing site such as a Transportation Operations
Center (TOC).

It is likely that there will never be a single definitive set of VII applications because
innovators will continue to think of new uses for the vehicle sensor data being
communicated. The examination of potential VIl applications performed to date has focused
on estimating the general sizes of the data loads that would be communicated along various
communications segments for public sector applications to determine the feasibility of the
concept and to begin to define design parameters.

Vehicle Data

The multiple computers in modern cars have several hundred data types that can be
accessed. However, there are two types of data that are of interest to the public users of
the VIl system:

e Periodic data — Information that is constantly changing such as speed and position. The
vehicle will collect a series of samples of these data at regular time or distance intervals.

e Event data — Data that is of interest only occasionally and is of short duration, such as
the deployment of an airbag system.

To standardize the format of data from the vehicle a ‘snapshot’ is proposed, incorporating
both periodic and event data fields along with GPS time stamp and position data. When it is
time to record periodic data or when an event of public interest occurs, the vehicle will fill in

Vehicle Infrastructure [Integration Page 6
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the appropriate fields of the next snapshot. When the vehicle comes within range of an
appropriate roadside unit (RSU), all stored snapshots are sent to the RSU from the vehicle
and immediately forwarded to a VIl Message Switch for subsequent dissemination. The VII
Message Switch keeps the information for only the time necessary to determine and publish
the data to subscribers.

Data Users

Seven general categories of public users have been identified. These were used to
evaluate the likely size and frequency of queries that may be made. These categories
together with example uses include:

National users such as the USDOT monitoring major evacuations

State TOCs collating data across their interstate system

Regional TOCs providing data sharing across jurisdictional boundaries

Individual City or State TOCs providing speed maps to web sites and using weather

inputs for maintenance activities

e Local Safety Systems (LSS) at the roadside using precise vehicle data to warn of
collisions

e Controllers and processors to provide input to adaptive signal control algorithms

e Other vehicles for vehicle-to-vehicle safety applications

The needs of the various users and the associated applications include both low latency
applications (e.g., local and vehicle-to-vehicle safety applications where the allowable time
that elapses between a stimulus and a required response is very low), and higher latency
applications that typically involve the off-site aggregation and processing of data. This
information was used by a communication model to investigate the bandwidth requirements
for the public sector data.

Architectural Approach

The proposed architecture is a framework for information flow to the various system users.
The scale of the data to be transmitted requires that it be a highly distributed architecture.

An analysis of the data communications loads associated with a worst case transmission of
several snapshots of data under congested traffic conditions across a wide geographic area
leads to the conclusion that there is too much data to store in a series of databases, and
that it is being transmitted too frequently to write to a user friendly relational database. An
approach where data is transmitted only by exception is not suitable because, for example,
certain safety applications such as lane change warning systems require constant
knowledge of the position of all vehicles.

These considerations led to an approach that involves an RSE (Roadside Equipment)
communicating with an 1/O controller in the immediate vicinity of the RSEto support local
applications, and an RSE publishing its data to a VIl Message Switch to support network
applications. A network application is a system that is designed and maintained by a public
or private entity that uses the data being provided by the VIl System. Only a small fraction
of the sensor data within the vehicle is transmitted to the RSUs (Roadside Unit) to support
VIl applications. The data needed to support the local applications is communicated and
processed at the intersection to ensure low latency. Data needed to support the network
applications is forwarded to a VIl Message Switch. The VII Message Switch does little

Vehicle Infrastructure [Integration Page 7
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processing beyond parsing out the vehicle data and sending it to Network Users who have
subscribed to the data stream. It is the Network Users who will need to create network
applications to use the data that they request.

Thus, the architecture can be described as network centric where its main function, like the
Internet, is to provide a connection between a user and the data source with a minimum of
interference.

The architecture is illustrated in the figure below

e eaewr, & VI Architecture — Physical Entities
Cellular etcetera =
%
Other * 7 =
| N FIELD =
vehicles 4 ==
N VEHICLES s
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Figure 1-1 VII Architecture Overview

Architectural Boundaries

The architecture shown in the figure above includes peripheral elements that are not part of
the architecture documented here. These peripheral elements are shown in grey either:

e Use the architecture - for example as a traffic operations center sending data to a group
of vehicles, or

e Provide services — such as the provision of a certification authority to support secure
messaging

Vehicle Infrastructure [Integration Page 8
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These peripheral elements are not included in the requirements defined here.

The map and differential correction server elements are a borderline case. Although the
differential correction data is likely to be derived from an external source such as the US
Coast Guard the maps will be supplemented with probe data from the vehicles. The
associated mapping requirements are part of the architecture and are included in this report.

The figure illustrates the general layout. It is too early to define quantities and locations of
the various architectural elements. The OBU and its relationship with the various elements
of the vehicle system is likely to vary between different auto makers and model types. In the
RSE the local safety processor is kept separate from the RSU as this is likely to differ
dependent on the safety application. Additionally there are expected to be many RSUs
without local safety processors and providing standard units will help achieve economies of
scale.

The Government Services Agency (GSA) currently provides digital certificates? and will act
as the Certifying Authority (CA) for the VII system.

Communications Model and Analysis

A communications model, implemented as a spreadsheet, was developed to assist with
developing an understanding of the requirements of the communications system needed to
support the high latency network applications. The model was used to quantify, at a high
level, the required bandwidths, for public sector use cases in order to determine the
feasibility of using various technologies to meet these estimated loads.

The modeling analysis reflects numerous assumptions related to several model variables:

Data elements available from vehicles
Message data size

Number of RSUs deployed

Size of equipped vehicle fleet

Peak RSE data loading

Peak system data loading
Frequencies of user data queries

The model used a set of default input values on the likely size and availability of data from
vehicles. , It assumed peak traffic flows, market penetrations, and worst case scenarios for
user demands. The modeling analysis indicates that, in general, demands for data for these
network applications can be readily met with current technology.

DSRC

The DIC Prototype program generated an Applications Supported Document (DIC004)
describing the parameters that the prototype units will support. The program also developed
a reference® stating that DSRC is a radio communications system intended to provide
seamless, interoperable services to transportation. These services include those recognized
by the US National Intelligent Transportation Systems (ITS), Architecture and Design

2 http://www.ntis.gov/products/pages/aces.asp
® |EEE P1609.3™/D04 Committee SCC32 of the IEEE Intelligent Transportation Systems Council
Draft Standard for Wireless Access in Vehicular Environments (WAVE) - Networking Services

Vehicle Infrastructure [Integration Page 9
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Document (DIC006), and a Prototype Requirements Document (DIC005)*. They also include
vehicle-to-roadside as well as vehicle-to-vehicle communications. Networking services
provide addressing and routing services within and to DSRC devices as well as
management services to all layers.

DSRC is a general purpose radio frequency communications link between the vehicle and
the roadside. It is an enabling communications technology for many VIl applications, and
has been specifically designed to accommodate the security and latency requirements of
vehicle safety applications. It is a member of the 802.11 family of communications
protocols, identified as 802.11p

Standards for the DSRC communications link are being developed through the American
Society for Testing and Materials (ASTM), the Institute of Electrical and Electronic Engineers
(IEEE), and the Society of Automotive Engineers (SAE). Details related to channeling,
control, public safety messages, transmission power, and frequencies are provided in their
report. The Vehicle Safety Communications Project: Task 3 Final Report ° reported that
DSRC is the only known communications medium that will support the safety applications of
VII.

On-Board Equipment (OBES)

The OBEs are the vehicle side of the VII system. In this document, references to the OBEs
are used to describe the functions performed within the vehicle in addition to the radio
transmission element. An OBE is logically composed of a 5.9 GHz DSRC transceiver
(OBU), a GPS system, an applications processor and interfaces to vehicle systems and the
vehicle’s human machine interface (HMI). OBUs provide the communications both between
the vehicles and the RSUs, and between the vehicle and other nearby vehicles. The OBUs
may regularly transmit status messages to other OBUs to support safety applications
between vehicles. At intervals, the OBEs may also gather data to support public
applications. The OBEs will accommodate storage of many snapshots of data, depending
upon its memory and communications capacity. After some period of time, the oldest data is
overwritten. The OBEs also assembles vehicle data together with GPS data as a series of
snapshots for transmission to the RSU.

Roadside Equipment (RSES)

RSEs may be mounted at interchanges, intersections, and other locations providing the
interface to vehicles within their range. An RSE is composed of a DSRC transceiver (RSU),
an application processor, and interface to the VII communications network. It has a GPS
unit attached. Through an additional interface, it may support local infrastructure safety
applications. Using its interface to the VIl communications network, it forwards probe data
to the VII Message Switches.

The RSE may also manage the prioritization of messages to and from the vehicle. Although
the OBE has priorities set within its applications, prioritization must also be set within the
RSE to ensure that available bandwidth is not exceeded. Local and vehicle-to-vehicle
safety applications have the highest priority; messages associated with various public and

* Copies of these document can be obtained from Broady Cash of ARINC
® Vehicle Safety Communications Project: Task 3 Final Report - Identify Intelligent Vehicle Safety
Applications Enabled by DSRC; available from USDOT's ITS Joint Project Office.
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private network applications have lower priority. Entertainment messages will likely have the
lowest priority.

There are two types of Unit-to-Unit communications, the Internet Protocol (IP) datagram with
IP version 6 addresses and the WAVE Short Messages (WSM) that are use to send
datagram traffic without IP addresses. The WSM have a low latency (bypass the IP
datagram message queue) and high priority channel access and are intended for
transmission of safety related data traffic®. |

There are seven channels for data exchanges that can be used to support VII. A Control
Channel is used for application announcements (that is transmitting a Provider Service
Tables (PST)) and for the WSM. All IP data traffic uses five of the Service Channels. The
remaining channel is designated as High Availability Low Latency (HALL Channel) and used
when very quick exchange of safety data traffic is required. This exchange can use IP
datagram or WSM traffic’. In order to efficiently manage the operation of the several
hundred thousand RSEs that may be deployed nationwide, RSEs will be equipped with GPS
units. Upon connecting to the network, they register their position, network address,
services provided, and requirements for publishing and subscribing to the VII Message
Switch to which they are assigned.

VII Message Switch

The VIl Message Switch is a pass-through for all of the data needed to support the network
applications. Each VIl Message Switch is connected to multiple RSESs, perhaps on the order
of several thousand. Each VII Message Switch is also logically connected to all other VII
Message Switches on the network. The data received by the VII Message Switch consists
of all the data snapshots that were uploaded from the vehicles passing through an RSU
communications zone for all of its assigned RSEs. Information in the VII Message Switch
will be stored for only the time needed to publish it to those that have subscribed to the data.
Network User applications with the proper level of security may subscribe to specific types of
data from specific geographic locations. When the VII Message Switch receives data that
fits the subscription criteria, the data will be published to that Network User.

VIl Message Switches monitor the RSEs that are assigned to them, assuring that the RSE
remains online. If an RSE drops offline, the associated subscriptions will be deleted.
Subscriptions for its data will be reentered when the RSE rejoins the network. The VII
Message Switch also performs message management functions, accommodating message
priorities in accordance with network bandwidth. The VII Message Switch does not have
any data storage capacity. There is no historical file or smoothing of data. Data storage
and archiving is the responsibility of the subscribing Network User. Data to which there is
no subscription terminates at the VII Message Switch.

Mapping Requirements

® [EEE P1609.3™/D11 Draft Standard for Wireless Access in Vehicular Environments (WAVE) -
Networking Services Sponsor Committee SCC32 of the IEEE Intelligent Transportation Systems
Council

" IEEE 1609.4 Medium Access Control (MAC) Extension & the MAC Extension Management Entity
for DSRC 5.9 GHz — see www.ieee.org
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For certain safety applications, for example, lane change warning systems, accurate
positioning of the vehicle must be known and matched against a similarly accurate
electronic map within the vehicle. This allows the vehicle to be located relative to its
surroundings, including other vehicles.

Certain applications, such as electronic brake warning, require vehicle-positioning
accuracies greater than that provided by the standard GPS (about 10 meters). Various
Differential GPS (DGPS) systems can provide better accuracies (perhaps 1 meter or less by
the time VIl is implemented).

Maintaining the accuracy of map databases requires significant effort because of frequent
changes, for example, when a construction zone is established. VIl offers the potential to
build accurate maps based on the collection of raw position data from a large number of
vehicles connected to a Map Server through a VIl Message Switch. Local maps are fed
back to vehicles through the RSEs to keep the map information on all of the links to the next
downstream RSEs maintained accurately.

Network Management and Security

The VII Network is the element that delivers data from the vehicle to the various Network
Users, as well as data and updates from the Network Users to the vehicles. This network is
made up of the RSE at the roadside, VIl Message Switches, Certification Authorities (CA),
Map Servers and Firewalls as well as the data communications infrastructure supporting
communications between these elements and the Network Users. Management of the VII
Network will be carried out centrally from VII Operations Center(s). The number and
placement of these centers and hardware and software contained within will be a function of
network traffic and redundancy requirements.

A VII Network Operations Entity will be responsible for management of the design,
implementation, expansion, operations and maintenance of the VII Network. It is envisioned
that this [non-profit] entity will consist of representatives from the USDOT, the various States
and the OEMs. All messages on the network will be digitally signed, incorporating public
and private keys issued by a CA. The system will maintain and publish revoked certificates
so that all entities on and users of the system can verify that a particular message is from a
valid source and can be trusted. All users must obtain authorization to access the system
and the VII Network Operations Entity will determine their access privileges.

2. Introduction

2.1. Background

Reducing the number and severity of surface transportation incidents is a top priority of the
Federal Highway Administration.® Development of a system supporting communication
between vehicles and the surface transportation infrastructure has the potential for
contributing significantly to the government’s goal of promoting public safety. To that end,
the Vehicle Infrastructure Integration (VII) program is a cooperative effort involving State
Departments of Transportations (DOTs) through the American Association of State and
Highway Transportation Officials (AASHTO), local government transportation agencies,

8 Federal Highway Administration, FY 2003 Performance and Accountability Report.
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Original Equipment Manufacturers (OEMs), and the US Department of Transportation
(USDOT). The work of the VII program is governed by an Executive Leadership Team
consisting of senior managers of the State DOTs, OEMs, and USDOT organizations. VII
program work is planned and guided by a Working Group consisting of senior technical
personnel of these organizations.

In the summer of 2003, much of the public sector effort related to VIl was focused on
identifying applications that could take advantage of the vehicle sensor data that vehicle-to-
infrastructure communications would enable. Beginning in the fall of 2003, the emphasis of
the work shifted to analyzing the communications loads associated with transmission of the
vehicle sensor data needed to support certain public agency safety, operations and
maintenance applications. In order to conduct this communications analysis, a VIl
architecture concept had to be developed.

The VII architecture continues to evolve from that initial formulation, which facilitated the
communications analysis associated specifically with transmission of a block of vehicle
sensor data of interest to the public sector to Transportation Operations Centers (TOCs) or
other processing sites. In addition to this public interest, the VII architecture must
accommodate safety applications, such as those identified through the USDOT's Intelligent
Vehicle Initiative (IVI) program that require vehicle-to-vehicle communications, as well as
commercial applications and technologies of interest to the OEMs and Content Service
Providers (CSP). As the VII architecture continues to evolve, it is imperative that it reflects
ongoing related commercial activities and the work efforts of the USDOT, the States, and
their partner organizations.

2.2. Purpose of this Report

This VEHICLE INFRASTRUCTURE INTEGRATION (VII): VII Architecture and Functional
Requirements report describes the work conducted since the fall of 2003 to develop the VII
architecture concept and articulates, at a high level, the functional requirements of the
system. It is intended to elicit responses from the various potential users and providers of
the system. There are numerous detailed design issues associated with VII that are still to
be resolved. This report is intended to stimulate discussion such that the various interested
parties can come to agreement on the technical issues within VII.

This is a report about technical issues only. Other related issues, such as potential
business models and institutional issues including privacy, data ownership, and security
policies, are being addressed in parallel as part of the VII program. While this report
touches on some of these latter institutional issues, it is only in the context of presenting the
relevant requirements that the architecture must address.

2.3. Structure of this Report

This report describes the current concept of the VII system architecture, including how the
primary entities or elements of the system are envisioned to interact and the associated
functional requirements. Throughout this document specific defined requirements have
been assigned an alphanumeric identification that includes an acronym identifying the
relevant element. For example: the notation {RSE 7} refers to the 7" requirement relating to
Roadside Equipment.

The remainder of the report consists of the following sections:
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e VII: The Big Picture describes VIl in terms of its intent, the major institutions and their
interactions.

e VIl Use Cases defines what VII will be used for in terms of a variety of use cases.
These have been developed by various public sector agencies in addition to the OEMs.
The level of development of the uses cases is only deep enough to produce high level
requirements. A consolidated list of use cases has been developed that reflects the
needs of both the public and private sector.

e Architectural Overview introduces the concept of vehicle data and what data elements
may be used to support the use cases.

e On Board Equipment (OBEs), Roadside Equipment (RSEs), and VII Message
Switch introduce the three primary physical elements and define their specific high level
requirements.

e Mapping Requirements describes how lane accuracy positioning of the vehicle and a
corresponding accuracy of maps in the vehicle may be obtained using the vehicles as
probes.

o Network Management describes how the nationwide connectivity requirements need to
be developed, operated and maintained.

o Network User deals with how the institutions that the VIl System is designed to serve
can access the VIl Network.

e Security deals with necessary processes to ensure that messages are valid and that the
best possible options are used to prevent, detect, mitigate, and recover from attacks on
the system.

2.4. Related Work

Much related work has preceded and is being conducted in parallel with the VII effort. The
following sections describe key results from two bodies of work that have impacted the
evolution of the VII architectural concept.

2.4.1. The IVI Program

The focus of the USDOT's Intelligent Vehicle Initiative (IVI) program is to prevent crashes by
helping drivers to avoid hazardous mistakes. The objectives of the program are to prevent
driver distraction, and to facilitate accelerated development and deployment of crash-
avoidance systems. A variety of partners, including the OEMs, are contributing to the
program through cooperative agreements. Information on the IVI program can be found at:
http://www.its.dot.gov/ivi/ivi.htm.

The IVI program has a cooperative agreement with the Crash Avoidance Metrics
Partnership (CAMP). Under this structure the Vehicle Safety Communications Consortium
(VSCC) was formed, comprising BMW of North America LLC, DaimlerChrysler Research
and Technology North America Inc., Ford Motor Company, General Motors Corporation,
Nissan Technical Center North America, Inc., Toyota Technical Center USA Inc., and
Volkswagen of America, Inc. A project completed under the VSCC partnership resulted in
the report Vehicle Safety Communications Project: Task 3 Final Report - Identify Intelligent
Vehicle Safety Applications Enabled by DSRC. This report is available from the USDOT's
ITS Joint Program Office. The report identifies more than 75 application scenarios that were
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analyzed, resulting in a final set of 34 safety and 11 non-safety application scenario
descriptions.  Preliminary communications requirements were developed for these
application scenarios. The analysis identified Dedicated Short Range Communications
(DSRC) as a potential enabler for a number of vehicle safety applications

2.4.2. DSRC- FCC Allocation and Licensing and Prototyping

DSRC is a wireless (radio) communications approach that enables short-range
communications among vehicles, and between vehicles and the roadside for a variety of
purposes. As suggested in the VSCC project report mentioned above, DSRC is a key
enabling communications technology for many VIl applications. An important sequence of
activities related to the frequency allocation, licensing and prototyping of DSRC technologies
is summarized below.

In October 1999, the Federal Communications Commission (FCC) allocated frequencies in
the 5.9 GHz band for DSRC. Since then, an American Society for Testing and Materials
(ASTM) standards committee has been working on developing the standards for DSRC use.
ASTM approved the first DSRC standard for transportation, ASTM E2213-02, in May 2002
for layers 1 and 2, the physical and data link layers of the Open Systems Interconnection
(OSI) model of network architecture. The committee is currently working on DSRC
standards for the upper OSI layers in cooperation with the Institute of Electrical and
Electronic Engineers (IEEE). The full titte of ASTM E2213-02el is “Standard Specification
for Telecommunications and Information Exchange Between Roadside and Vehicle Systems
- 5 GHz Band Dedicated Short Range Communications (DSRC) Medium Access Control
(MAC) and Physical Layer (PHY) Specifications.” The standard extends IEEE 802.11a into
the high-speed vehicle environment called “p”. IEEE 802.11 is a standard governing
wireless Local Area Networks (LANs). Basing 5.9 GHz, using DSRC, IEEE 802.11 allows
expedited development of devices from available chip sets and promotes the interoperability
of DSRC devices in wireless LAN environments. |IEEE 1556 is the standard for security,
IEEE 1609.1,3,and 4 are the standards for upper layer protocols, and IEEE 802.11p is the
standard being developed to describe the Physical and Data link layer operation. The FCC
rules currently require the use of ASTM 2213.

An overview of these standards can be found on the FHWA's website at: http://www.its-
standards.net and at http://www.astm.org/

In a report released on August 3, 2004, the FCC adopted licensing and service rules for the
DSRC in the Intelligent Transportation Systems (ITS) Radio Service in the 5.850-5.925 GHz
band (5.9 GHz band). The concept behind the licensing includes the notion that providing
On-Board Units (OBUSs) on all new motor vehicles will enable life saving applications. In
addition, the report states that the allocated frequencies will be made available for both
public safety and non-public safety uses. It is the intent that public safety activities will be
the dominant use of the band and be given priority over private transmissions. The
recommendation by the FCC, is that public safety and private users should share the band
so that a larger overall market for DSRC devices and services will be created quickly.

Although the architecture described in this report uses DSRC for transmission of data
between the infrastructure and the vehicle, there are many other available paths for the
data. The use of the VII architecture does not limit the opportunities to make use of these
services either separately or in conjunction with the VII system. For example, a request
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could be sent from a vehicle over the DSRC link to a CSP who may respond to the request
over a WiFi connection.
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3.VIl: The Big Picture

3.1. What is VII?

Several different trends and events have led to the realization that a potentially beneficial,
communications-based relationship between vehicles and the transportation infrastructure is
now technically feasible. More and more sensors are being implemented on vehicles for a
variety of functions necessary for their efficient and safe operation. The safety benefit that
could accrue from enabling real-time data communication between individual vehicles and
between vehicles and the infrastructure is potentially very large.

Such communication between vehicles could be used to alert drivers to potential collisions
in sufficient time to enable avoidance maneuvers. Communication between the vehicle and
the infrastructure will enable a variety of systems to be developed to warn drivers of
impending conflicts and of the status of devices such as traffic signal controllers.

Additionally, the transportation infrastructure and its various control systems suffer from a
dearth of the real-time data needed for efficient operations. The ability for the infrastructure
to read data from the vehicle sensors will greatly enhance transportation systems
management and operations, including system maintenance functions. A link between the
vehicle and the infrastructure will allow for traffic warning and data messages to be
transmitted directly into all equipped vehicles.

A major safety difference that VIl provides is the ability to affect accident rates rather than
just mitigate the impact of the accidents. The cost of accidents is astonishing®. A
comprehensive study released on May 9, 2002, by USDOT's National Highway Traffic
Safety Administration (NHTSA) shows that the economic impact of motor vehicle crashes on
America's roadways has reached $230.6 billion per year, or an average of $820 per year for
every person living in the United States. The new report, based on calendar year 2000
data, calculates the U.S. economic costs of an average roadway fatality at $977,000 and
estimates the economic costs associated with a critically injured crash survivor at $1.1
million. Current accident mitigation techniques are approaching an area of diminishing
returns which is illustrated in the graph, below. VII has the potential to significantly reduce
the occurrence of accidents by sharing real-time data, predicting potential conflicts and
warning drivers accordingly. By reducing the number of collisions, VIl is likely to be a highly
cost-effective development.

® USDOT Bureau of Transportation Statistics
http://www.bts.gov/publications/national transportation statistics/2004/html/table 02 03.ht
mi
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Figure 3-1 Highway Fatalities per 100 Million Vehliocle-MiIes for Selected Vehicle Types: 1992—
2002

3.2. Who is involved in VII?

VIl has three principal user groups:

o Drivers will benefit from increased safety, the provision of traffic information and a range
of other data services.

e The OEMs or the automakers will be able to perform diagnostics and updates in
vehicles and provide new services to their customers.

e The various DOTs will be able to obtain vehicle sensor data in order to develop a
comprehensive understanding of current road surface, weather, and traffic conditions,
and to gather information such as road surface conditions. In addition they will be able
to send messages to passing vehicles providing them timely and accurate information.
Cities will be able to adopt adaptive signal control strategies that will reduce delay.

These three user groups have been the main players in VIl to date. The system, however,
is intended to support commercial activities as well. Consequently, other important players
will necessarily become active participants as the program progresses:

e Content Service Providers (CSPs) will be able to provide information services such as
financial transactions, entertainment, and other data services. It is possible that the
CSPs will support some of the services that the OEMs want to provide to their
customers.

19 Bureau Of Transportation Statistics
http://www.bts.gov/publications/transportation statistics annual report/2004/html/chapter 0
2/figure 09 03.html
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e The Communications Industry may provide the communications infrastructure that will
transmit the vehicle sensor data that is being assembled at the roadside to various
destinations for processing and response.

In this report, the principal players are referred to as members of the categories named
above. These references should be considered generic; that is, drivers can include
emergency service vehicles, DOTs can include cities and toll authorities, and CSPs may
include institutions or companies such as OEMs that have a contractual arrangement with a
CSP.

3.3. What are the Institutional Issues?

Through technical exchanges among the principal user groups who have been involved with
VII to date, a number of principal themes that the VIl system architecture and functional
requirements must accommodate have emerged. These include:

e Customer Requirements — what kinds of applications will the VII system support and
what are the priorities when there is contention for system resources?

e Security — how will the system secure data being transmitted on the system?

e Privacy — how will the system protect the privacy of drivers while at the same time allow
private transactions between the driver or vehicle and OEMs?

e Data Ownership — what data will be in the public domain and what will be private?

o Certification and Registration — how will the system ensure that the devices
communicating on the system are authorized?

3.3.1. Customer Requirements

The proposed system will support a wide range of applications that can occur both in
vehicles and in the infrastructure. The system will support low latency applications that are
intended to increase safety at intersections and between vehicles. These safety
applications will have the highest priority both in access to the various processing
capabilities and in their usage of the VIl communication networks.

The VII system will also be designed to support low latency applications intended to support
the operations and maintenance requirements of public agencies.

The system must also support the requirements of the Original Equipment Manufacturers
(OEMs). Some of these applications may require multiple message transfers while one
vehicle is within range of a single RSU.

The technology and FCC licensing allows for commercial applications, these are considered
private transactions between the OEMs and the CSPs with the VII architecture having no
knowledge of the content of such transactions. However, the architecture is designed to
support such private transactions and to ensure they are kept so.
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3.3.2.  Security

The VII system will ensure, through encryption techniques, that the data transmitted is
secure. All messages will be digitally signed, incorporating public and private keys issued
by a Certification Authority (CA) run by the General Services Administration (GSA)'!. . The
GSA will maintain and publish revoked certificates so that all entities on and users of the
system can verify that a particular message is from a valid source and can be trusted. All
users must obtain authorization to access the system and the entity with operational
responsibility for the VII system will determine their access privileges.

3.3.3.  Privacy

The intent of the VII system is to ensure that the data being made available to the public
sector shall avoid the identification of individual vehicles or drivers, and to make it
impossible to trace data to individual vehicles. Transactions between the OEMs and their
customers will be kept private and the VIl system will have no facility to interpret or store
these transactions.

3.3.4. Data Ownership
The VII system will support two types of data:

e Data that has no individual identifying characteristics that will be in the public domain.

o Data that is private between the OEMs and other Content Service Providers (CSPs) that
will remain confidential from all public sector databases and systems. This data will be
transmitted by the VII system infrastructure, but would remain inaccessible to all system
users apart from the authorized sender and receiver. All users of the VII network must
publish privacy policies that are in accordance with the overall VIl policy guidelines.

M http://www.digsigtrust.com/federal/aces public.html
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4.Vl Use Cases

4.1. Approach

The process of developing the VII architecture concept began with a definition of high-level
requirements in the form of use cases for a set of priority public sector applications. Use
cases make up one element of a technique for capturing the functional requirements of a
system. As defined in system engineering texts, a use case captures a goal-oriented set of
interactions between external actors and the system under consideration. Actors are parties
outside the system that interact with it; for example, system users.

Use cases capture who (actor) does what (interaction) with the system, for what purpose
(goal) without dealing with the internal working of the system itself. A complete set of use
cases specifies all the different ways to use the system, and therefore defines all behavior
required of the system, bounding its scope.

Use cases are typically produced in a system development or programming context. In this
situation, however, the task at hand was not to develop a system or software package.
Rather, the intent was to identify the priority public sector applications, in order to determine
the data available from vehicle sensors needed to support them, and in turn to provide a first
order assessment of how much data would need to be communicated to support selected
applications.

Once the set of public sector use cases was developed, a quantified analysis of the data
flows through a national communications network needed to support certain public agency
safety and operations applications was conducted. The purpose of this analysis was to
refine the architectural concept as needed to accommodate the timely transmission of the
volume of data anticipated. Consideration was then given to applications involving strictly
localized communications (e.g., at a signalized intersection) and applications involving
vehicle-to-vehicle (V-V) communications. Accommodation of these considerations was
largely based upon technical exchanges with experts involved in the other work efforts
described in Section 2.4 Related Work.

Currently not all use cases have been developed. Appendix D contains and an expanded
example of a use case entitled: Infrastructure-Based Curve Warning.

4.2. Public Sector Applications

The surface transportation public sector is concerned with three primary issues: safety,
operations, and maintenance. These classes of applications for a VII system have driven
the development of the VIl effort from the public sector's perspective. While some safety
applications require only localized communication, many of the crash, incident response,
and other safety applications require data transmission to and from a TOC or other central
processing site through a communications network. This also applies to other applications
of interest to the public sector, including transportation systems management and
operations, and roadway maintenance functions.
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4.2.1. Safety

There is unanimous agreement that the primary motivation for VIl is to improve highway
safety. The majority of priority public sector applications fall under this category, and certain
applications classified as ‘maintenance’ could reasonably be considered safety related.
Safety applications in this paper shall include active safety warning system applications,
crash and incident response applications, advance warnings of hazards, and data collection
to improve traffic and roadway safety.

Active safety warning systems aim to prevent crashes by helping drivers to avoid hazardous
mistakes. For example, warnings could be provided to drivers, through either roadside or in-
vehicle displays, whenever it is determined that a potential signal violation may occur. This
determination would be based upon speed, roadway condition, and location data available
from the vehicle and other vehicles, as well as signal phase and timing information provided
by the signal controller. Similarly, warnings could be provided to drivers regarding potential
conflicts with opposing vehicles when left turning movements are intended, or to warn
drivers that their speed must be reduced to safely traverse an impending curve.

Active safety warning system applications only require transmission of data among vehicles,
local roadside units, and local safety systems. That is, the processing and data flow occurs
within the local area of the intersection or roadway.

Crash and incident response applications take advantage of the potential of VII to help
achieve the safety benefits associated with faster response and improved interagency
cooperation. When a crash or incident occurs, its location could be communicated to a
Public Service Answering Point (PSAP), or to a private service that communicates with the
PSAP. When a crash is involved, the communication could contain data characterizing the
nature and severity of the crash. En-route to a hospital, data on patient medical condition
could be shared with appropriate organizations.

Other safety applications that can take advantage of data that could be made available
through VII include provision of in-vehicle advance warnings of incidents, work zones and
other hazardous situations, including approaching trains at highway/rail crossings; the
transmission of information to assist in commercial vehicle safety inspections; the process of
checking credentials and safety compliance; and emergency vehicle preemption at traffic
signals.

VII may also be used to gather large quantities of position data from vehicles. It has been
shown that this data can be used to derive very accurate map databases, which, in turn,
may form the basis of active safety systems in the future, as positioning capability improves.
This data can also be used to maintain and validate local maps for intersection safety
systems and other infrastructure assisted systems.

4.2.2. Operations

Public agencies are constantly seeking ways of moving traffic more safely and efficiently.
VIl offers the promise of providing traffic managers with speed data that they can use to
paint an accurate picture of current conditions on all freeway and major arterial routes.

Traffic managers need to be able to continuously monitor flow on a region’s freeways and
major arterials to quickly detect unexpected traffic jams, including those associated with
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incidents and work zone lane closures. They also need to provide advice regarding the
status of the network to those planning trips and to those drivers already en-route. This may
be accomplished through in-vehicle systems or Content Service Providers (CSPs). The
capacity to do this becomes especially important when evacuations are necessitated by a
major emergency event.

Other operations applications that could be supported with VII data include the provision of
traffic signal priority to improve transit schedule adherence as well as improved
management of public vehicle fleets and other mobile assets such as snow plows and
emergency vehicles.

Another new area where VII can provide functionality is in traffic operations where systems
do not perform incident detection on arterial streets because of the uncertainties associated
with arterial street detector data. However, this function could be enabled by use of the
proposed VIl System data from vehicles serving as probes.

4.2.3. Maintenance

Highway agencies spend over $2 billion annually on winter maintenance activities. Data
gathered from sparsely placed weather stations could be substantially supplemented by
data available from vehicles, such as light level, temperature, wiper activations, anti-lock
brake (ABS) state and traction control usage. VII could provide such information in real-
time, thus enabling agencies to mobilize and deploy weather and emergency response
resources in a more cost effective manner. VII would enable highway maintenance
managers to make more timely and cost effective decisions regarding road treatments and
crew deployments, thus saving lives and preventing injuries while maximizing resource
utilization.

4.3. Public Sector Use Cases

Based on the potential public sector safety, operations, and maintenance applications of VI,
a cooperative effort of representatives of the USDOT and various State DOTs designated by
AASHTO developed public sector use cases. Table 4-1 lists high priority use cases by
classification. More detailed descriptions of the use cases may be found in the report
Vehicle Infrastructure Integration (VII): Requirements Summary dated April, 2004. It is
available from the USDOT’s ITS Joint Program Office.

The priority public agency use cases do not describe in detail the use of the data after it
arrives at another location such as a TOC. When the data arrives at such a location, local
applications will make use of it for a variety of purposes. Interfaces with these various other
applications will be required. It is impossible to predict all the various ways in which a public
agency might process or share the data so the use cases focus on a high-level description
of the flow of events and the implied data needs.
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Table 4-1 Priority Public Sector Use Cases

Safety

Infrastructure-based Signalized Intersection Violation Warning
Infrastructure-based Signalized Intersection Turn Conflict Warning
Vehicle-based Signalized Intersection Violation Warning
Infrastructure-based Curve Warning

Crash Data to Public Service Answering Point

Crash Data to TOC

Advance Warning Information to Vehicles

Highway Rail Intersection

Commercial Vehicle Safety Data

Commercial Vehicle Advisory

Commercial Vehicle Electronic Clearance

Emergency Vehicle Preemption at Traffic Signals

Operations

Vehicles as Traffic Probes

Travel Time Data to Vehicles

Transit Vehicle Priority at Traffic Signals

Public Sector Vehicle Fleet/Mobile Device Asset Management
Electronic Payment

Maintenance

Vehicle Probes Provide Weather Data

Vehicle Probes Provide Road Surface Conditions Data

4.4. OEM and Other Commercial Applications

Applications which a VII system would enable that have been presented thus far focus
solely on applications/use cases thought to be of priority interest to the public sector. VI,
howe