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WHO’S IN CONTROL?

Our nation’s computer systems, networks, and critical 
infrastructure are under constant cyber-attack. Media 
outlets document such attacks with disturbing regu-
larity – even daily. Recent headlines, in fact, indicate 

that UAS security is an issue that can no longer be ignored: “Drone 
Sightings Up Dramatically” (AP News 11/12/14), “Drone Almost 
Collides With Jet at One of World’s Busiest Airports in Latest 
Incident” (Fox News 12/8/14), “Are Unmanned Systems the next 
Cyber Target?” (C4ISR and Networks 8/4/14), and “Drunk Droning 
Results in White House Breach” (MSNBC 1/27/15).

Perhaps more disturbing than the number of headlines is that 
efforts to recover from cyber-attacks are too often a hasty and frantic 
race to patch a system (or systems) rather than develop deliberate, 
thoughtful solutions that address the underlying issues that gave 
rise to the vulnerabilities in the first place. This “bolt-on” approach 
has failed in at least two ways: (1) economically – bolt-on security is 
demonstrably the most expensive way to address security issues, and 
(2) systemically – bolt-on security cannot result in a secure system 
because it treats symptoms rather than the underlying root causes. 
Public safety and the need to establish and maintain public trust in 
the secure and trustworthy operation of UAS renders this bolt-on 
approach unacceptable. The possibility of a security vulnerabili-
ty endangering public safety if we continue “business as usual” is 
very real. In the context of the command and control (C2) of UAS 
addressed herein, the importance of these security vulnerabilities 
rises to a new level.

Overview of a Typical UAS Command and Control System
There are three fundamental subsystems in any UAS C2 system: 
(1) the ground control station (GCS), (2) the Data Link over which 
commands and responses travel, and (3) the Flight Controller on the 
UAS itself.

Ground Control Station: The GCS is the means by which an 
UAS operator interacts with the UAS. A GCS may be as unsophis-
ticated as Radio Control (RC) gear, which is essentially a transmitter 

with simple hardware controls like buttons, switches, and a joystick. 
Together, these transmit appropriately encoded commands via the 
data link to the UAS. This type of GCS is usually limited to Line 
of Sight (LOS) communications and more often than not is transmit 
only. Thus, the operator must visually verify commands are received 
and acted upon. Modern commercial-grade UAS have GCSs that 
invariably incorporate transceivers to send commands to the UAS as 
well as receive status messages from the UAS via the data link. These 
GCSs can be dedicated consoles but more and more manufacturers 
are offering software-based options with laptop computers, smart-
phones, or tablets serving as the host hardware platforms.

Data Link: Though the frequencies used by UAS C2 data-links 
span much of the RF spectrum, the frequencies used in commercial 
UAS are typically in the 915 MHz (433 MHz in some countries) or 
2.4 GHz industrial, scientific and medical (ISM) bands. The 915 
MHz data-links have the advantage of greater range while 2.4 GHz 
data links, though limited to LOS operations, are ubiquitous due 
to Wi-Fi sharing the same frequency and thus potentially turning 
virtually any Wi-Fi-enabled device into a GCS. Common digital 
modulation schemes used include Pulse Coded Modulation (PCM) 
and Pulse Position Modulation (PPM).

Flight Controller: The Flight Controller (FC) on a UAS itself 
executes the commands received from the GCS via the datalink 
with respect to the f light of the UAS. Though the term FC does 
not necessarily imply any autopilot functionality, in the context of 
UAS FC and autopilot have become synonymous and are often used 
interchangeably. Typical UAS autopilot components include [2]: (1) 
a wireless communication system, (2) a microprocessor that hosts the 
f light control software and performs computations associated with 
onboard sensors as well as executes commands sent by the GCS, (3) 
a magnetometer for measuring direction, (4) a Global Positioning 
System (GPS) and/or an inertial measurement (IMU) unit, (5) a 
pitot-static system to measure air speed and altitude, (6) actuators to 
move control surfaces, and (7) manual f light controls for direct GCS 
access to control surfaces.
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Open source autopilots are quite popular. ArduPilotMega 
(APM) (ardupilot.com) and PX4 f light stack (pixhawk.org/start) 
from 3DR (3drobotics.com) dominate the open source autopilot 
landscape. Both can be hosted on the PX4 PIXHawk open hardware 
module (pixhawk.org/modules/pixhawk) which uses the NuttX real-
time operating system (www.nuttx.org). In addition, APM also has a 
native hardware platform APM 2.6. APM is used in the ArduPlane, 
ArduRover, ArduCopter platforms. Both PIXHawk and APM 2.6 
are PPM-input autopilots.

Proprietary autopilots include DJI (www.dji.com), a Chinese 
UAS maker that has developed the NAZA and ACEone series auto-
pilots among others. These autopilots are used in the Phantom 2 
UAS, which is an extremely popular and capable UAS.

The US-based Cloud Cap Technology produces the Piccolo 
series autopilots (www.cloudcaptech.com), which include integrated 
sensors, GPS, and data link radios supporting the 310-390 MHz, 
900 MHz, 1350-1390 MHz, 1670-1700 MHz, and 2.4 GHz fre-
quency bands.

Paper Overview
The remainder of this paper is organized as follows. In the section  
“UAS Command and Control Risks and Vulnerabilities,” we exam-
ine certain risks and vulnerabilities that may be present in physical 
layer communication and telemetry links as well as in the communi-
cations protocols used in commercial UAS. We also consider threats 
inherent in the commodity hardware and software used in UAS. 
The “Secure C2 Design Approach” section presents our mitigation 
approach and proposed way forward to securing UAS C2 systems. 
Hallmarks of our methodology include methodical assessment of 
risks and the likelihood of vulnerability exploitation with a goal of 
root cause identification. We leverage our methodology to develop or 
enhance protocols, systems, and procedures with verifiable security 
mechanisms that have security designed-in rather than bolted-on. 
This is followed by a summary of this paper, our consortium’s unique 
capabilities and skills in this area and references.

UAS Command and Control Risks and Vulnerabilities
UAS share most of the same risks and vulnerabilities found in typical 
computers and networks and then some. UAS are in many ways a 
f lying computer controlled via wireless networks. We should expect, 
therefore that they will be (and are) a target for attack – cyber-attacks 
are indeed ahead. Further, we should expect that since securing com-
puters and networks is hard, securing UAS will present similar dif-
ficulties and challenges. But UAS also share many of the same risks 
and vulnerabilities as emerging autonomy and collision avoidance 
technologies beginning to be incorporated into automobiles. Both 
use inputs from external systems as control inputs (thereby providing 
additional attack vectors), both have C2 systems, the proper opera-
tion of which directly impacts the safe operation of the vehicle itself, 
other vehicles in the vicinity, and vehicle occupants. Furthermore, 
even though UAS and vehicle autonomy technology rely on critical 
inputs from external systems and sensors (e.g., GPS), the communi-
cation links over which such information is received too often uses 
weak or even no encryption.

However, UAS also have their own distinct and unique chal-
lenges as well. In manned aircraft or automobiles with collision 
avoidance technologies there is an operator in immediate control 
(i.e., if need be, an operator can take command of the vehicle without 
risking collision with other vehicles in the immediate vicinity [6]). 
UAS have no operator in “immediate control” in that sense. A UAS 
operator is only in “indirect control” via a wireless link. The loss of 
this link leaves most UAS either (1) uncontrolled, (2) executing the 
last valid command, or (3) invoking a rudimentary “return to home” 
navigation routine. This link loss behavior only heightens the vul-
nerability of the UAS with respect to C2 and external inputs such as 
GPS to maintain control.

The overall effect of both the commonalities and differences 
UAS have with other systems, not to mention the real dangers 
presented by malicious actors taking control of UAS, only magnifies 
the need to secure them. And yet at a 2013 NATO conference two 
prominent UAS researchers noted, “It is interesting and bizarre that 

The possibility of a security 
vulnerability endangering public 
safety if we continue “business 

as usual” is very real.

SECURING UAS

Ah
tu

rn
er

/S
hu

tte
rst

oc
k.

co
m

The Journal of Air Traffic Control 25

Winter weather has the potential to significantly 
disrupt airport and airline operations yielding 
f light delays, diversions, and cancellations.1, 2, 3, 4 
The impacts thereof may be felt throughout the 

National Airspace System (NAS) and notably beyond the duration 
of a winter weather event, as recovery doesn’t occur immediately. 
Moreover, in some situations hazardous conditions created by freez-
ing rain, slush, snow, drifting snow, or ice may lead to aircraft inci-
dents or accidents.5, 6, 7  

Safety and efficiency of f light operations are the primary con-
cerns of any operator, but they need special attention during win-
ter conditions. Both hinge on timely and accurate detection and 
predictions of weather and anticipated implications for an airport’s 

capacity. Effectively managing adverse winter weather conditions 
requires collaboration in a complex decision-making environment 
among inter-dependent stakeholders with varied objectives.8 For 
example, airport operators are concerned about their ability to 
clear both the airside (i.e., runways, taxiways, de/anti-icing pads, 
and ramp areas) and the landside (access roads to/from the airport 
and parking lots) from snow and ice accumulations, and to safely 
operate all facilities during the winter event. Airline operators are 
concerned about their f light schedules, like delays and cancellations, 
crew time restrictions and tarmac rule compliance, and a strategy to 
reposition resources for recovery after the winter event. Depending 
on the particular airport, the de/anti-icing operations may be the 
responsibility of either the airport authority or airlines. Air traffic 
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control (ATC) is focused on expected airport arrival and departure 
capacities and how to manage them by means of appropriate Traffic 
Management Initiatives (TMI). Besides these key stakeholders, 
there are many others that should be included in a shared situational 
awareness of the approaching winter weather event as well, like the 
Transportation Security Administration (TSA), emergency manag-
ers, concession, facilities, and special services operators, etc.8  

Preparatory decisions on airport staffing, readying snow 
removal and de/anti-icing equipment, and setting initial pavement 
treatment strategies are typically made 24 to 48 hours ahead of the 
expected onset of high-impact winter conditions. Similarly, airlines 
consider their f light schedules within that timeframe as well, in 
order to issue timely cancellations and manage rebooking of pas-

sengers, etc. Suboptimal or wrong decisions based on misleading 
weather forecasts can result in costly delays, diversions and last- 
minute cancellations, and/or a notably underutilized airport capac-
ity.3  

Sources of Weather-Related Information
Timely and accurate information about rapidly changing winter 
conditions and expected impacts is crucial for effectively managing 
high-impact weather events by minimizing avoidable loss and maxi-
mizing use of available airport and airline capacity. Safe and efficient 
f light operations require detailed information about the timing, 
magnitude, and spatial and temporal variation of precipitation (spe-
cifically type, intensity, and liquid water equivalent), temperature, 
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 UNMANNED AERIAL SYSTEMS

Is the National Airspace System 
Prepared?

By Frederick Wieland, Ph.D., Intelligent Automation, Inc.

There is no doubt that the future 
evolution of the NAS must take 
Unmanned Aircraft Systems 
(UAS) seriously. The aerospace 

community is preparing for such a future. 
The RTCA’s Special Committee 228 is 
addressing UAS integration in the NAS. 
NASA’s UAS Traffic Management (UTM) 
program is experimenting with rules for 
small UAS at low altitudes. The FAA has 
issued its small UAS rule and is work-
ing toward larger scale integration. Various 
UAS test sites are running experiments, and 
industry is busy developing detect-and-avoid 
and other technologies required for integra-
tion. All of these simultaneous preparations 
beg a couple important questions: how many 
civilian UAS flights will the NAS have to 
ultimately handle? And what will be the 
implications for the NAS when UAS are 
fully integrated?

To address this question, NASA funded 
a two-year research study led by Intelligent 
Automation, Inc. (IAI), with participation 
from Virginia Polytechnic University. The 
study forecasted future UAS flight volume 
at 2,000 feet above ground level (AGL) 
and higher[1]. The study also estimated 
future UAS f light volume, airport and 
airspace usage, f light routes, and aircraft 
types by interviewing over 50 subject matter 
experts (SMEs) representing over 29 civil/
government and industrial organizations 
that already use or are planning to use 
UAS technology. In addition, IAI scanned 
published articles on planned UAS missions 

and estimated demand for transportation-
related UAS missions (such as UAS cargo 
delivery and air taxi) through socioeconomic 
modeling. Finally, IAI investigated what 
impact these f lights would have on the 
existing NAS architecture. In order to 
forecast demand, researchers must investigate 
the history of UAS demand forecasting, 
a field which has a surprising past. The 
earliest study found is a 1976 report by 
Lockheed Missiles and Space Command for 
NASA’s Ames Research Laboratory[2]. Back 

then, UAS were called Remotely Piloted 
Vehicles (RPVs). That study interviewed 
60 potential civilian users of UAS, and 
identified 35 applications of the technology. 
Instead of estimating UAS flights, these 
and other early studies concentrated on the 
total demand for UAVs. The Lockheed 
study estimated a demand that translates to 
manufacturing 2,000 – 11,000 total UAVs, 
with full adoption of the technology by 
1985. They noted that the environmental 
problems were minimal, and that safety 
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